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As we move into a new year, many of you might say to yourself, just as | do, where did 2017 go? It
seems | blinked, and it was gone. Our progress in growing the SCAN association has been
fantastic, and | continue to be amazed at the excellent work our Board of Directors and committee
members are doing to keep the organization growing and improving. | have to say THANK YOU to
them all.

| want to also echo the thoughts of Lisa Schulte, Vice Chair of SCAN. She noted in the last
newsletter the importance of working collectively, and if we do, we can achieve so much more
together. The last quarter of 2017 proved to be unprecedented with regards to volatility in many
ways, most notably in the weather. Our hearts continue to be with those affected by the
hurricanes. We acknowledge and thank all those who have worked numerous hours supporting
the relief efforts.

To reflect on 2017, we added seven members and now have a whopping $909 billion in total
revenue-generating companies as members. This is relevant to show the incredible companies
that have seen the benefits of SCAN and believed in the concept.

In 2018, we look forward to working on several improvement projects which include revamping our
membership tiers, adding a supplier membership level, and updating our tier pricing. Each of these
initiatives will help drive our membership growth and enlarge the number of audits in the repository
benefiting all members. In addition, we are working on our re-audit strategy as well and will be
implementing an ongoing re-audit cadence, which will increase the number of factories and ensure
the validity of the audits. Each of these changes will be discussed in our upcoming all member
meeting (via conference call) scheduled for February 6. | am hoping you can all join us for this
meeting.

We want to remain focused on our core goal, which is to secure the supply chain and reduce audit
fatigue for our shared factories. We have recently received reports from our members that some
factories have been asking for a SCAN audit. The factories are hearing about SCAN and want to
participate.

We are making significant progress, but there is always so much more to do because the security
threats we face seem to increase every day. | would like to once again encourage our members to
step forward to have your voice heard by joining one of our committees. We want to hear from the
members, and the best way is for you to get involved. As a SCAN member, you will always have
an advantage because in the fight against terrorism and ensuring cargo security, we are all in this
together.

Cordially,
Kendra Hobbs
SCAN, Chairman
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EXECUTI VE SUMMARY

In May 2015, SCAN launched its first audit pilot program. A
total of 73 audits were requested to be conducted through
the SCAN program across 10 countries. Each audit was
delivered by one of six SCAN selected audit service
providers: Omega, Bureau Veritas, BSI Group, Intertek, UL
and SGS. Each SCAN audit service provider was
vigorously trained in the SCAN security standard to ensure
quality and consistency. An auditor rotation was
established to ensure that different service providers
delivered an audit year-over-year to reduce the risk of
corruption and unethical conduct.

After a successful six-month pilot, SCAN conducted over
600 audits, added several new members, and decided to
continue to develop the program and their shared audit
concept.

From 2015 to 2017, there have been numerous
enhancements to the SCAN program and repository, new
members have joined, more suppliers have been added to
the system, and more. In 2017, there were more than
5,000 SCAN audits conducted and over 12,000 factories
present in the SCAN audit repository. Of those 5,000
audits, 38% are shared by more than one member. We
welcomed seven new SCAN members to the association
in 2017: Associated Premium, Costco, Epoca
International, HEB Grocery Stores, Michaels, Revman
International, and RMS International. These new additions
brought our total number of SCAN member companies to
26.

In 2018, the association is focusing on increasing
membership and continuously improving the SCAN audit
program for suppliers and member companies. One of the
new processes will include SCAN re-audits; these will be
requested and assigned by the SCAN program
management team on behalf of the SCAN Association
based on a risk-based audit cycle. This new approach will
allow our audit process to be automated and ensure valid
audits are always available to the SCAN membership. The
corrective actions from the previous audits will be shared
with the selected audit service provider to verify the
implementation of corrective actions.
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SCAN Membership Meeting:
SCAN members are invited to
join us on February 6" to discuss
various topics. The agenda will
include conducted audits, SCAN
committee frameworks and how
to get involved, membership
updates, re-audit approach,
marketing update, membership
changes, audit service provider
update, and SCAN statistics. We
also will have a special guest
from CBP. Carlos Ochoa will join
us to speak about the CTPAT
program and changes on the
horizon for 2018 and beyond.

In This Issue:

This issue features SCAN’s
program statistics for 2017 and a
country risk highlight of Mexico.
There are also special feature
articles on the East Coast Trade
Symposium, Audit,Membership
and Service Provider Committee
updates, a SCAN member
testimonial, and leveraging your
SCAN ID.

Check Out SCAN’ s We
www.scanassociation.com for
recently added updates and past
newsletters. If you would like to
request a demo of the SCAN

audit repository, please contact
info@scanassociation.com.
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7/ ORGANIZATIONS JOINED THE SCAN MEMBERSHIP

ﬂ FIRST NEWSLETTER 3,038 FACTORIES
=W PUBLISHED IN MARCH ADDED TO THE REPOSITORY

37
COUNTRIES
WERE AUDITED

719%

OF ALL AUDITS
WERE
CONDUCTED IN
CHINA

18,556 CORRECTIVE ACTIONS ' 98% POST-CAPA AVG.
WERE SUCCESSFULLY CLOSED COMPLIANCE SCORE

50% OF SCAN FACTORIES ARE RATED AS LOW RISK

gal eal el

50% 40% 3% 6% 1%
LOW GUARDED ELEVATED HIGH SEVERE
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CBP LAUNCHES EAST COAST TRADE SYMPOSIUM

Sean Doherty, Advisory Executive, BSI Professional Services

U.S. Customs and Border Protection reached out to industry again at the
agency’s East Coast Trade Symposium in Atlanta on Dec. 5-6, 2017 at the
Atlanta Marriott Marquis. The two day event was attended by more than 700
representatives of the trade community. The event was highlighted by featured
speakers such as Homeland Security Deputy Secretary Elaine Duke, Acting
CBP Commissioner Kevin K. McAleenan and Brenda Smith, Executive Assistant
Commissioner of CBP’s Office of Trade.

“‘We’'re looking to introduce a dialogue, to bring you into a conversation about how we move
forward with our trade strategy,” said Acting CBP Commissioner Kevin K. McAleenan. “We want
to talk about the next phase, how we keep up with really exciting changes in supply chains,
technology and the ability to communicate globally.”

In the symposium’s opening keynote address, Brenda Smith, Executive Assistant Commissioner
of CBP’s Office of Trade, presented the goals and priorities of CBP’s trade strategy. “We
recognize that our basic responsibilities remain the same: security, enforcement, and
facilitation,” said Smith, who used the analogy of a four-lane highway to describe CBP’s

strategy for the next few years. The first lane is comprised of “secure trade lanes”. The second
lane focuses on “next generation facilitation”, which includes opportunities for deregulation and
new business models. The third lane is about “intelligent enforcement”, allowing CBP to
integrate and apply information, authorities, and resources to enforce trade laws and regulations.
The fourth and final lane, “resource optimization”, is focused on getting the best value for
taxpayers, which includes determining the level of resources needed and the willingness of
stakeholders to invest in CBP.

Homeland Security Deputy Secretary Elaine Duke gave her last public address as the
Department’s acting secretary. “When we talk about threats to homeland security, we often talk
about terrorism, about dangerous criminals, and unsecured borders. We talk about cyber theft
and natural disasters. What we don’t often talk about is the threat in the medicine cabinet, on the
kitchen counters, and underneath the Christmas tree all around America. I’'m talking here about
dangerous products—from tainted baby formula to counterfeit batteries that make their way
through the supply chain and into the homes of American consumers,” said Duke, noting that
import safety is bigger than any one agency or any one department. “We need your voice. We
welcome your voice and your knowledge to keep the American people safe.”

Duke also explained that in addition to protecting U.S. consumers from harmful or unsafe
imports, DHS is also committed to helping end forced labor. “Forced labor is one of the most
complex supply chain issues facing the global economy,” said Duke.

A number of breakout sessions were held on the second day of the Trade Symposium. One of
the most popular sessions was on TFTEA priorities. Panelists discussed a range of topics,
including responsible sourcing and reasonable care, the evolution of enforcement in antidumping
and countervailing duty orders, and intellectual property rights.

SCAN Insight — Newsletter WWWw.Scanassociation.com 5
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AFFILIATE MEMBER SPOTLIGHT

Sealock Security Systems

A strong locking bar or other form of barrier device can make overt break-ins to cargo
containers difficult. But all conventional seals on the market are absolutely ineffective against
covert break-ins — break-ins secretively perpetrated by people entrusted with the care and
transportation of the container.

Whether the seal is made of the hardest steel or possesses the most sophisticated electronics,
they are equally ineffective against covert break-ins for one simple reason: conventional seals
do not seal the container; they seal the container’s handle to its door. As a result, when
someone skilled in the technique of seal circumvention completes their break-in and cover-up,
the seal can appear intact and unmolested even after a door has been opened and closed
again.

More than just a seal, more than just a lock:
the Sealock Model SL is both and then
some. By affixing to the container’s keeper
bars, the Sealock Model SL acts as a
barrier, preventing the doors from swinging
open. And by securing the lock through the
traditional right-hand door sealing aperture,
the Sealock Model SL acts as the
container’s seal. Most importantly, because
it is a complete sealing and locking system,
removing the Sealock means that the all-
important seal must also be removed. The
payoff: your cargo container’s integrity is
secured reliably.

Made of environmentally-friendly recycled
steel or heat-treated carbon-chromium alloy
spring steel, the Sealock bar Models SL
and SL-X require 2 cuts and 2 tools for removal (including
power tools), thereby preventing opportunistic, smash-and-grab
break-ins. And the lower-strength, cost-effective Sealock cable
Model SL-C provides the same tamper evidence and also The Only Seal That Locks.
requires 2 cuts to remove. Moreover, any attempts to defeat any The Only Lock That Seals™
Sealock in a covert manner will be immediately identified because

of the Sealock’s built-in tamper-evident characteristics.

security systems
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SCAN COMMITTEE UPDATES

Audit Committee — Kenneth McElroy, The Home Depot

SCAN Audit Committee is preparing for the final publication of the
minimum security criteria (MSC). Given the depth of our current
guestion set, we anticipate only needing to modify some of the
requirements in order to meet changes made by CBP. Given what has
been spoken about by CBP, there will be some increased emphasis
on “cyber security” and “OGA” requirements, specifically those
attributed to agriculture, i.e., seeds and invasive species. As soon as
the final version is published for public comment, the Audit Committee
will tackle an update. The game plan includes exceeding the MSC
wherever possible. If there are areas of concern or areas where the SCAN audit could
include additional questions that are important to your business (for example, forced or
child labor), please feel free to forward the suggested questions to the Audit Committee for
consideration. The most recent information indicates that the final publication will be in late
Q1 2018 with a planned roll out over 2018 and 2019.

Membership Committee — Yvettee Estrada, JCPenney

Happy New Year! 2017 was a very productive year for the
Membership Committee. Our main focus was on improving the
membership experience for new and existing members. We
enhanced our online application process based on member
feedback. When applying online, you will be able to download the
legal documentation, making it easier to review internally before
finalizing and submitting the application. We also modified and added
guestions to the application that would make it a smoother

process. Another area we worked on was improving the onboarding
process to make it a quicker turnaround for new members. We believe the changes we’ve
made will make it easier and quicker for new members to apply and get onboarded. For
existing members, we focused on collecting data that will help us improve SCAN and really
understand the needs of our members. One way we collect data is by reaching out to our
members a few months after onboarding. The goal is to understand how the transition to
SCAN was for the member and also if there are any areas of improvement for SCAN. The
feedback received in these sessions is very valuable, and we listen with the intent to make
beneficial improvements.

For 2018, we are excited to be looking at adding a new membership tier for
suppliers/factories. In addition, we are also exploring adding other membership tiers for
other service providers within the supply chain. More to come throughout 2018! Look
forward to hearing from our members, and if you are interested in becoming part of the
Membership Committee, please contact me. Thank you and best regards.

SCAN Insight — Newsletter www.scanassociation.com 7
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Service Provider Committee — Kelli Lapp,Cabel a’ s

Among SCAN’s many notable assets are our passionate and dedicated
service providers: Omega Compliance, Intertek, Bureau Veritas, SGS,
UL, and BSI. These six providers have consistently conducted high
quality security audits for the association’s membership since its
inception, and closely collaborate with SCAN’s Administrator and
Board of Directors to ensure every SCAN audit is delivered timely with
the highest standards of excellence and integrity.

The strong relationships SCAN enjoys with its service providers has led to the mutual
sharing of feedback and suggestions for improvement, which have, in turn, benefitted both
SCAN and the service provider community. This collaborative approach has been an
integral part of the program’s growth to date, and will continue to be so in the future.
SCAN's service providers are held to very high performance standards. Each audit ordered
through SCAN must be confirmed within 15-25 days and delivered in 45 days. After the
audit has been conducted, service providers must upload the completed audit report to the
SCAN Audit Repository within 7 days. Each report is reviewed for quality and completeness
before Corrective Actions are assigned. The SCAN Administrator, Board of Directors, and
service providers meet quarterly to review the details of each provider’s performance in the
areas previously noted, as well as other areas important to SCAN’s mission.

Over time, our providers have shared some helpful hints and tips for members to follow to
further improve the quality and timeliness of audit service delivery. Here are some of the
suggestions which have been most frequently mentioned by all providers.

9 Accuracy in audit forecasting helps providers manage resources and deliver
audits quickly and efficiently. Please take extra time to ensure forecast
accuracy.

1 SCAN member requests to delay audits can inadvertently impact service
provider KPIs. Please cancel and reorder audits in the event of extensive
delays.

1 Swift escalation and action by SCAN members when factories fail to respond
to audit scheduling or payment requests can assist providers in delivering
results with greater speed. Please react quickly to requests for assistance to
enhance the speed of audit service delivery.

The SCAN Administrator and Board of Directors are very fortunate to work closely with
high-caliber service providers to ensure world-class audit management services are
available to SCAN'’s ever growing membership. For more information about SCAN'’s service
provider partnerships or to offer feedback or suggestions, please contact any SCAN board
member or send an email to info@scanassociation.com.
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SCAN COUNTRY RISK HIGHLIGHT: MEXICO

Over 100 audits have been conducted in Mexico
since program inception. The average compliance
score for audits conducted in Mexico is 85%. SCAN'’s
risk-based audit approach uses BSI's SCREEN
Intelligence to incorporate geographical threats as
part of the supplier risk assessment. SCAN’s
approach has been noted by CTPAT as an industry
best practice and uses three risk variables to quantify
local threats: Unmanifested Cargo Introduction,
Supply Chain Terrorism, and Anti-Western Terrorism.

The threat of cargo disruption in Mexico is Severe,
and supply chain incidents in this country are the
leading cause of de-certification within the U.S.
CTPAT program. Violent hijackings, cargo thefts, and
unmanifested cargo introduction — particularly of
illegal drugs — are common in Mexico, especially in
the northern parts of the country along the U.S. and
Mexican border and in central states near Mexico.
Most cargo theft incidents occurring on highways in
Mexico take place on less secure state highways
rather than on toll roads.

Unmanifested Cargo Introduction

Pre and Post CAPA Compliance Scores by Category

ICompIiance by Category

Business Partner Requirements
Container & Trailer Security
Conveyance Security
nformation Technology Securit...
Personnel Security

Physical Access Controls
Physical Security

Procedural Security

Security Training & Threat Awa...
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Physical Security
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Mexico faces an overall Severe threat of unmanifested cargo introduction. The widespread
presence of violent drug cartels throughout Mexico further compounds the risk of
unmanifested cargo introduction, and more companies have been de-certified as a result of
unmanifested cargo introduction in Mexico than in all other countries combined. Mexico is a
large source country for both illicit drugs and small arms,

exacerbating the threat of their introduction into the
supply chain. The highly-organized cartels implement

sophisticated schemes to conceal illegal drugs in freight
consignments and have been known to build false walls,
floors, and ceilings within tractor-trailers and containers.

Cargo in Mexico is at a Severe risk for illegal drug

introduction. Mexican drug cartels frequently introduce
illegal drugs into legitimate cargo shipments in order to
smuggle the drugs across borders. U.S. officials have

found Mexican drug trafficking organizations (DTO)

SCAN Insight — Newsletter

Breakdown of Commodities Used to
Smuggle Illegal Drugs in Mexico

Autamotive,

Other, 13.0% 20%

Industrial
Goods, 14.0%

Agricultural
Products,
51.0%

Consumer
Goods, 20.0%
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working in tandem with local U.S. organized criminal groups or gangs for the transportation
and distribution of drugs into legitimate cargo shipments in the United States.

Anti-Western Terrorism

The threat of anti-Western terrorism in Mexico is Low. There are no known anti-Western
terrorist groups operating in Mexico nor have there been any reported successful terror
attacks targeting Western businesses or interests in the country. Recent activities by
Mexican drug cartels have been carried out with extreme violence. While these incidents
may resemble the actions of a terrorist group, they are in fact associated with an ongoing
drug war.

Supply Chain Terrorism

The threat of supply chain terrorism in Mexico is Guarded. There are no known active
terrorist groups targeting the supply chain in Mexico. In the past, anti-government groups,
particularly in southern Mexico, have targeted the nationally-owned petroleum pipelines
and infrastructure to oppose the government. However, these attacks have been rare in the
past several years.

Working Conditions

The overall threat to human rights in Mexico is Elevated. Child labor and forced labor in the
agricultural, domestic, and industrial sectors remain a primary concern. The government is
limited in its ability to ensure safe working conditions and protect the freedom of
association. Women and ethnic groups in particular are at risk for economic discrimination.
Corruption among police, customs, and government authorities remains a significant risk in
Mexico.

The threat to working conditions in Mexico is Elevated. Poor working conditions exist
throughout Mexico and are particularly prevalent in the poorer states located in the central
and southern regions. The country’s minimum wage is below poverty level, and the
enforcement of minimum wage laws is weak in several geographic areas. The agricultural,
mining, and textile sectors suffer from health and safety concerns related to the use of
chemicals and heavy machinery.

SCAN Insight — Newsletter www.scanassociation.com 10
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SCAN MEMBER TESTIMONIAL

Neil Shapiro, Director Global Compliance, Rawlings Sporting Goods Co., Inc. w&'ﬂ%’
Rawlings joined SCAN in 2015. The concept of shared audits and reducing K—@
audit fatigue at our factories was extremely appealing. We experience this ,//"{;t_’m;
on both Supply Chain Security and Social Responsibility audits. We have a

small handful of factories which are audited several times a year by our large retail customers
as well as some of the factory’s other customer’s customers. These factories spend a lot of
time preparing for the audits, hosting the auditors, and then doing the audit follow up

(CAPs). Their time could be better spent focusing on one audit and the follow up to truly
improve rather than doing an average job on several audits. SCAN provides this opportunity
for Supply Chain Security. We are still searching for an option on Social Responsibility

audits. The biggest challenge Rawlings faces now is to help SCAN grow so that more of our
business partners are members, and we can share our SCAN audits with them to then truly
reap the benefits SCAN has to offer.

LEVERAGING YOUR FACTORY SCAN ID

By sharing your SCAN ID with clients outside the SCAN Association, you can continue to
reduce your audit frequency and save money!

Have you conducted a SCAN audit?

If you have conducted an audit, you were provided a SCAN ID. The SCAN ID is unigue to each
factory and allows SCAN members to access audits conducted at your factory. Completed
corrective actions are also shown in final audit reports. If the SCAN member is satisfied with
the audit results, your factory could avoid another security audit, resulting in reduced audit
fatigue.

Help us grow the SCAN Association!

It is important that you save your SCAN ID and share it with all clients requesting a security
audit even if they are not a SCAN member. By sharing your SCAN ID in lieu of your audit
report, you are helping raise awareness of SCAN and grow the membership. As the number of
members continue to grow, SCAN factories will reach greater audit cost savings and reduce
the number of security audits. Should you share your SCAN ID with a client and they have
guestions regarding the SCAN Association, please have them contact
info@scanassociation.com.

SCAN Insight — Newsletter www.scanassociation.com 11
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SCAN BOARD OF DIRECTORS AND COMMITTEE CHAIRMEN

Kendra Hobbs
The Home Depot
Board Chair

Jennifer Kissner
Newell Brands
Board Secretary

Holly Clouse
Meijer
Member at Large

Stella Bray-Conrad

Walmart Stores, Inc.

Member at Large

SCAN Insight — Newsletter

Pat Cerisano
Husky Injection Molding
Board Treasurer

Lisa Schulte

Target Stores
Board Vice Chair

Ken(l‘\/IcEIroy
The Home Depot
Audit Committee Chair

K‘éIIiELapp
Cabela’s
Service Provider Chair

Yvettee Estrada
JC Penney
Membership Committee Chair

Ryan Klath
Target Stores
Marketing Committee Chair

Beth Unger
Columbia Sportswear
IT Committee Chair
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BECOME A MEMBER!

Join various industry leaders, such as the members listed below, in becoming an official SCAN
Member! Contact to learn more about the association, membership options, and the shared
audit repository! Contact us at info@scanassociation.com.

i1 Associated Premium 1 Levi Strauss & Co

1 Barnes & Noble, Inc. 1 Meijer, Inc.

1 Cabela’s 1 Michaels

1 Canadian Tire 1 Patagonia, Inc.

i Carter’s, Inc. 1 PriceSmart

1 Coleman Company, Inc. 1 Rawlings Sporting Goods Company
1 Columbia Sportswear Company 1 Renfro Corporation

1 Costco 1 Revman International

i1 Hallmark Cards, Incorporated 1 RMS International

1 Husky Injection Molding Systems 1 Target

1 Jarden 1 The Home Depot, Inc.

1 JCPenney 1 Walmart

1 Kroger 1 Wolverine Worldwide

(obolny & Columbia Hllwark  HUSKY®

Sportswear Company 3 E

JCPenney patagonia |4

TARGET

Visit our website to learn more about the SCAN Association, www.scanassociation.com

SCAN Anti-Trust Statement

Our association understands the importance of anti-trust compliance. Our goal is to avoid the appearance
of impropriety. We make every effort to avoid any discussion of prices, pricing policies, terms and
conditions of doing business, or, of course, any sort of market allocation. We also avoid any discussion
that might be perceived as suggesting that anyone should cease doing business with a particular factory
or customer, or any other discussion that might be viewed as coercive or exclusionary toward another
company.

We encourage our members, should they feel uncomfortable about any subject of discussion or have any

guestions, to please speak up and bring their concerns to the attention of any board member, who will
stop the conversation until we can provide legal guidance.
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